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 Web Computing 
 

 Select protocols or technologies required for various web applications 

 

 
Apply JavaScript to add functionality to web pages. 

 

 
Design front end application using basic React. 

 

 
Construct web based Node.js applications using Express 

 

 
Design front end applications using functional components of React. 

 Design back-end applications using Node.js 

 

 
 

 
 

 

 

  

 

 Artificial Intelligence 
 

 
Identify the characteristics of the environment and differentiate between various agent architectures. 

 

 
Apply the most suitable search strategy to design problem solving agents. 

 

 
Represent a natural language description of statements in logic and apply the inference rules to design 
Knowledge Based agents. 

 

  
Apply a probabilistic model for reasoning under uncertainty. 

 

 
Comprehend various learning techniques. 

 

 
Describe the various building blocks of an expert system for a given real word problem. 

 

 
 

 
 

 

 

  

  
 

 

 
 

 

 

   

 

 Computer Networks 
 

  

Demonstrate the concepts of data communication at physical layer and compare ISO - OSI model with 
TCP/IP model. 

 

 
Explore different design issues at data link layer 

 

 
Design the network using IP addressing and sub netting / supernetting schemes 

 

  

Analyze transport layer protocols and congestion control algorithms. 
 

 
Explore protocols at application layer 

 

 Understand the customer requirements and Apply a Methodology to Network Design and software defined 
networks 



 

 
 

 

 
 

 Organize strategic data in an enterprise and build a data Warehouse. 

 

 Analyze data using OLAP operations so as to take strategic decisions and Demonstrate 
an understanding of the importance of data mining. 

 

 Organize and Prepare the data needed for data mining using pre preprocessing techniques 

 Implement the appropriate data mining methods like classification, clustering or Frequent 
Pattern mining on large data sets. 

 Define and apply metrics to measure the performance of various data mining algorithms 

   

Understand Concepts related to Web mining 
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 Statistics for Artificial Intelligence & Data Science 
 

 To Perform exploratory analysis on the datasets 

 

 To Understand the various distribution and sampling 
 

 To Perform Hypothesis Testing on datasets 

 To Explore different techniques for Summarizing Data 

 To Perform The Analysis of Variance 

 Use Linear Least Squares 
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 Advanced Algorithms 
 

 
Analyze the classification of problems into various NP classes and their Computational 
Intractability 

 

 Describe, apply and analyze the complexity of Approximation Algorithms. 
 

 Describe, apply and analyze the complexity of Randomized Algorithms. 
 

 Describe, apply and analyze the complexity of Local Search Algorithms 
 

 Design and Apply the concepts of String and Amortized Analysis 
 To Understand Combinatorial Analysis techniques 
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Internet of Things 
 

 
Describe the Characteristics and Conceptual Framework of IoT. 

 

 Differentiate between the levels of the IoT architectures 
 

 Analyze the IoT access technologies 

   Illustrate various edge to cloud protocol for IoT 

 Apply IoT analytics and data visualization 

 Analyze and evaluate IoT applications 



 
 

 
 

 

 

   

 

 Web Computing and Network Lab 
 

 
Identify and apply the appropriate HTML tags to develop a webpage 

 

 Identify and apply the appropriate CSS tags to format data on webpage 
 

 Construct responsive websites using Bootstra 
 

 Use JavaScript to develop interactive web pages 
 

   Construct front end applications using React and back end using Node.js/express 

   Use simulator for CISco packet tracer/GNS3 

 
 

 
 

 

 

  

 

 Artificial Intelligence Lab 
 

 
  Identify suitable Agent Architecture for a given real world AI problem 

 

   Implement simple programs using Prolog 
 

   Implement various search techniques for a Problem-Solving Agent 
 

   Represent natural language description as statements in Logic and apply inference rules     

to it. 
 

   Construct a Bayesian Belief Network for a given problem and draw probabilistic 

inferences from it 

 

 
 

 
 

 

 

  

 

 
 

 
 

 
Build a data warehouse 

 

 Analyze data using OLAP operations so as to take strategic decisions. 
 

 Demonstrate an understanding of the importance of data mining 
 

 Organize and Prepare the data needed for data mining using pre preprocessing 
techniques 

 

   D Perform exploratory analysis of the data to be used for mining 

   Implement the appropriate data mining methods like classification, clustering or 

Frequent Pattern mining on large data sets 

 

 
 

 
 

 

 
  

 

 
 

 
 

 
 

 



 

  

 
 

 
 

  
 

 

  

  
 

  
 

   
 

 

 
 

 

 
   

 

 
 

  
 

  

 
 

  

 
 

  

 
 

  

 
 

  

 
 

 

 

 
 

 
 

 

  
 

 

  

 



 

 

 

 

 

 

  

 
 

 
 

 

 
   

 

 Data Analytics and Visualization 
 

 Apply qualitative and quantitative techniques to understand the data 
 

 Formulate testable hypotheses and evaluate them using common statistical analyses 
 

 Perform regression analysis on a given data set for prediction and forecasting 
 

 Apply ANOVA method to find the statistical differences between the means in a given 
data 

 

 Fit an ARIMA model for prediction and forecasting of time series data 

 Translate the data into visual context to identify patterns, trends and outliers in large 
data sets. 

 

 
 

 
 

 

 
  

 

 
 

 
 

 Identify information security goals, classical encryption techniques and acquire 
fundamental knowledge on the concepts of finite fields and number theory 

 

 Understand, compare and apply different encryption and decryption techniques to solve 

problems related to confidentiality and authentication 
 

 Apply the knowledge of cryptographic checksums and evaluate the performance of 

different message digest algorithms for verifying the integrity of varying message sizes 
 

 Apply different digital signature algorithms to achieve authentication and create secure 

applications 
 

 Apply network security basics, analyze different attacks on networks and evaluate the 

performance of firewalls and security protocols like SSL, IPSec, and PGP 

 

 Apply the knowledge of cryptographic utilities and authentication mechanisms to 
design secure applications 

 
 

 
 

 

 
 

 

 Software Engineering and Project Management 
 

 Understand and use basic knowledge in software engineering. 
 

 Identify requirements, analyze and prepare models  
 

 Plan, schedule and track the progress of the projects 
 

  Design & develop the software solutions for the growth of society 
 

 Apply testing and assure quality in software solutions 



 

 Generate project schedule and can construct, design and develop network diagram for 
different type of Projects. 

  
 

 

 

 
 

 
 

 

 
 

 

 High Performance Computing 
 

 
Understand the fundamentals of parallel Computing. 

 

 Describe different parallel processing platforms involved in achieving High 
Performance Computing 

 

 Demonstrate the principles of Parallel Algorithms and their execution. 
 

 Evaluate the performance of HPC systems. 
 

 Apply HPC programming paradigm to parallel applications 
 

 Discuss different current HPC Platforms. 

 

 
 

 
 

 

 
 

 

 Distributed Computing 
 

 
Demonstrate knowledge of the basic elements and concepts related to distributed 

system technologies. 
 

 Illustrate the middleware technologies that support distributed applications such as 
RPC, RMI and Object based middleware 

 

 Analyze the various techniques used for clock synchronization and mutual exclusion 

 

 Demonstrate the concepts of Resource and Process management and synchronization 
algorithms 

 

 Demonstrate the concepts of Consistency and Replication Management 
 

 Apply the knowledge of Distributed File System to analyze various file systems like 
NFS, AFS and the experience in building large-scale distributed applications 

 

  
  

 

 Machine Learning 
 

 Comprehend basics of Machine Learning 
 

 Build Mathematical foundation for machine learning 
 

 
 

 

  Understand various Machine learning models 
 

 Select suitable Machine learning models for a given problem 

 

 
 

 

  Build Neural Network based models 

Apply Dimensionality Reduction techniques 



 

 

 

 

 

 

 

 

 

 

 
 

 

 
 

 
 

 Image and Video Processing 
 

 
To gain fundamental knowledge of Image processin 

 

 To apply image enhancement techniques 
 

 To apply image segmentation and compression techniques. 
 

 To gain an in-depth understanding of image transforms 
 

 To gain fundamental understanding of video processing 

 

 
 

 
 

 

 
   

 

 Data Analytics and Visualization Lab 
 

 
Use graph libraries such as matplotlib/Seaborn/Excel plots. 2 3 4 

 

 Perform exploratory data analysis and prepare the data for fitting a model 
 

 Build a statistical model (Regression, ANOVA, ARIMA) on a given data set 
 

 Apply suitable visualization techniques to get insights from a given data set 
 

 
 

 
 

 
 

 

 
  

 

 Cryptographic and system security Lab 
 

 
 

 
 

 Analyze and implement public key algorithms like RSA and El Gamal 

 

 Analyze and evaluate performance of hashing algorithms 

 

 Explore the different network reconnaissance tools to gather information about 
networks 

 

 Use tools like sniffers, port scanners and other related tools for analyzing packets in a 
network. 

 Apply and set up firewalls and intrusion detection systems using open source 
technologies and to explore email security. 



 

 

 

 
 

 
 

 

 
  

 

 Software Engineering andProject Management Lab 
 

 
To understand the fundamentals of DevOps engineering and be fully proficient with 
DevOps terminologies, concepts, benefits, and deployment options to meet your 
business requirements 2 3 4 5. 6 

 

 To obtain complete knowledge of the ―version control system‖ to effectively track 

changes augmented with Git and GitHub 
 

 Understand the importance of Selenium and Jenkins to test Software Applications 

 

 To understand the importance of Jenkins to Build and deploy Software Applications on 
server environment 

 

 To understand concept of containerization and Analyze the Containerization of OS 
images and deployment of applications over Dockerk 

  
 

 To Synthesize software configuration and provisioning using Ansible. 

  

 

 
 

 
 

 

 
  

 

 Machine Learning Lab 
 

 
Implement various Machine learning models 

 

 Apply suitable Machine learning models for a given problem 

 

 Implement Neural Network based models 
 

 Apply Dimensionality Reduction techniques 

 

 
 

 
 

 

 
  

 

 
 

 
 

  

 

 

 
 

 
 

 
 

 
  

 

 
 

 
 

 
 

 



 

 

 

 
 

 
 

 

 
   

 

 
 

  
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
  

 

 
 

 
 

 
 

   



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


