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Data Mining and Machine Learning Techniques for 

Cyber Security Intrusion Detection  
 

An  interruption  detection  system  is  programming  that  screens  a  solitary  or  a  

system  of  PCs  for  noxious exercises  that  are  gone  for  taking  or  blue  penciling  data  

or  debasing  system  conventions.  Most  procedure utilized  as  a  part  of  the  present  

interruption  detection  system  are  not  ready  to  manage  the  dynamic  and complex 

nature of digital assaults on PC systems. Despite the fact that effective versatile strategies 

like different systems of machine learning can bring about higher detection rates, bring 

down false caution rates and sensible calculation  and  correspondence  cost.  With  the  

utilization  of  information  mining  can  bring  about  incessant example  mining,  order, 

grouping  and smaller  than  normal  information  stream. This depicts  an engaged  writing 

review  of  machine learning  and  information digging  techniques for  digital investigation  

in help  of  interruption detection.   

 The  Machine  learning,  Data  Mining techniques are portrayed, and  also a few 

utilizations of  every  strategy  to  digital  interruption  detection issues.  The  many-sided  

quality  of  various  machine learning  and  information  mining  calculations  is talked 

about, and it gives an  arrangement of examination  criteria  for  machine  learning  and 

information mining  techniques  and an  arrangement of  proposals  on  the  best  strategies  

to  utilize contingent upon the attributes of the digital  Issue to tackle Cyber security is the 

arrangement of advances and  procedures  intended  to  ensure  PCs,  systems, projects,  and  

information  from  assault,  unapproved access,  change,  or  pulverization.  Digital  security 

systems are made out of system security systems and PC  security  systems. 

 Each of  these has,  at  the  very least,  a  firewall,  antivirus  programming,  and  an 

interruption  detection  system  .Intrusion  detection systems help find, decide, and 

recognize unapproved utilize, duplication,  modification, and  decimation of data systems. 

The security ruptures incorporate outer interruptions  assaults  from  outside  the  association 

and inside interruptions.   There are three primary kinds of digital examination in  help  of  

interruption  detection  systems:  abuse based, anomaly  based, and cross  breed. Abuse 

based strategies are  intended to identify known assaults by utilizing marks of those assaults. 

They are successful for  recognizing  known  sort  of  assaults  without creating  a mind-

boggling  number  of  false  cautions. They  require  visit  manual  updates  of  the  database 

with  guidelines and  marks.  Abuse based  procedures can't  identify  novel  assaults.  

Peculiarity  based methods  display  the  ordinary  system  and  system conduct, and  

distinguish oddities  as  deviations  from typical  conduct. 

 

 



                

 

 

They  are engaging  a result  of  their capacity  to  recognize  zero-day  assaults.  Another 

preferred  standpoint  is  that  the  profiles  of  typical movement are tweaked for each system, 

application, or  system,  along  these  lines  making  it  troublesome for  assailants  to  know  which  

exercises  they  can complete  undetected. Furthermore,  the information on which abnormality  

based systems  caution can  be utilized to  characterize  the marks  for abuse  finders. The  

fundamental  hindrance  of  anomaly  based methods is the  potential for  high false alert rates  on the 

grounds  that already  concealed system  practices might be ordered as oddities.   This   centers  

essentially  around  digital interruption detection as it applies to wired systems. With  a wired  

system, a  foe  must go  through  a  few layers of safeguard at  firewalls and working systems, or  

increase  physical  access  to  the  system. Nonetheless, a  remote system  can be focused  at any hub,  

so  it  is  normally  more  defenseless  against pernicious  assaults  than  a  wired  system.   

 

Real World IoT Applications in Different Domains 

 The Internet of Things (IoT) is a system of interrelated computing devices, mechanical and 

digital machines, objects, animals or people that are provided with unique identifiers (UIDs) and the 

ability to transfer data over a network without requiring human-to-human or human-to-computer 

interaction IoT applications promise to bring immense value into our lives. With newer wireless 

networks, superior sensors and revolutionary computing capabilities, the Internet of Things could be 

the next frontier in the race for its share of the wallet. The Internet of Things refers to the ever-

growing network of physical objects that feature an IP address for internet connectivity, and the 

communication that occurs between these objects and other Internet-enabled devices and systems. 

 

                     

                                                   Figure 1:  IoT in Everyday life - IoT Applications 
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Don’t think so? Well, here’s a thought. 

Imagine an intelligent device such as a traffic camera. The camera can monitor the streets for 

traffic congestion, accidents, weather conditions, and communicate this data to a common gateway. 

This gateway also receives data from other such cameras and relays the information further to a city-

wide traffic monitoring system. 

 

  

                Figure 2:  IoT in Smart Traffic - IoT Applications 

Now, take, for instance, the Municipal Corporation decides to repair a certain road. This may 

cause a traffic congestion on the way to a national highway. This insight is sent to the city-wide 

traffic monitoring system. 

Now, considering this is a smart traffic system, it quickly learns and predicts patterns in 

traffic, with the use of Machine Learning. The smart system can, thus, analyze the situation, predict 

its impact and relay the information to other cities that connect to the same highway via their own 

respective smart systems. 

The Traffic Management System can analyze data acquired and derive routes around the 

project to avoid bottlenecks. The system could also convey live instructions to drivers through smart 

devices and radio channels. Meanwhile, the city schools and workplaces near the project could also 

be called to adjust their schedules. This creates a network of self-dependent systems which leverage 

real-time control. This is just one example of IoT Applications. 

 

 

 

 



 

 

 

 

               

Figure 3: IoT in Smart Traffic Management System 
 

 

 

Blockchain technology innovations 

 
               Digital world has produced efficiencies, new innovative products, and close customer 

relationships globally by the effective use of mobile, IoT (Internet of Things), social media, analytics 

and cloud technology to generate models for better decisions. Blockchain is recently introduced and 

revolutionizing the digital world bringing a new perspective to security, resiliency and efficiency of 

systems. While initially popularized by Bitcoin, Blockchain is much more than a foundation for 

crypto currency. It offers a secure way to exchange any kind of good, service, or transaction. 

Industrial growth increasingly depends on trusted partnerships; but increasing regulation, cybercrime 

and fraud are inhibiting expansion. To address these challenges, Blockchain will enable more agile 

value chains, faster product innovations, closer customer relationships, and quicker integration with 

the IoT and cloud technology. Further Blockchain provides a lower cost of trade with a trusted 

contract monitored without intervention from third parties who may not add direct value. It 

facilitates smart contracts, engagements, and agreements with inherent, robust cyber security 

features. It is an effort to break the ground for presenting and demonstrating the use of Blockchain 

technology in multiple industrial applications. A healthcare industry application, Healthchain, is 

formalized and developed on the foundation of Blockchain using IBM Blockchain initiative. The 

concepts are transferable to a wide range of industries as finance, government and manufacturing 

where security, scalability and efficiency must meet. 
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